
Plagiarism Checker X Originality Report
Similarity Found: 22%

Date: Friday, April 05, 2019
Statistics: 426 words Plagiarized / 1980 Total words

Remarks: Medium Plagiarism Detected - Your Document needs Selective Improvement.
-------------------------------------------------------------------------------------------

International Journal of Engineering & Technology, 7 (3.5) (2018) 131-133 International
Journal of Engineering & Technology Website: www.sciencepubco.com/index.php/IJET
Research paperr Security Enhancement with USB Flash Disk as Key using AES Algorithm
Robbi Rahim1, Solly Aryza2, H Herdianto2, Parma Hadi Rantelinggi3, Agustinus Suradi4,
Dwi Ermayanti Susilo5, Perawati Bte Abustang6, Waddi Fatimah6, Eka Fitriana HS6,
Beatus Mendelson Laka7, A Arfin8, S Sriwahyuni6, Muh Reski Salemuddin6, A
Akhiruddin6 1Sekolah Tinggi Ilmu Manajemen Sukma, Medan, Indonesia 2Universitas
Pembangunan Panca Budi, Medan, Indonesia 3Universitas Papua, Indonesia 4Faculty of
Computer Science, Universitas Widya Dharma, Indonesia 5STIE PGRI Dewantara
Jombang, Indonesia 6Sekolah Tinggi Ilmu Keguruan dan Ilmu Pendidikan Mega Rezky,
Makassar, Indonesia 7Sekolah Tinggi Keguruan dan Ilmu Pendidikan Biak Papua,
Indonesia 8Universitas Muhammadiyah Kendari, Kendari, Indonesia *Corresponding
author E-mail: usurobbi85@zoho.com Abstract Current data and information security is
very important to do so that there is no abuse by irresponsible parties.

Cryptograph y is one method that can be used to secure data or information and the
Advanced Encrryption Standard (AES) algorithm is one of the cryptographic algorithms
that can be used. The encryption and decryption process in Cryptography cannot be
done without using a key, and the key used in this research is a USB Flash Disk. Tests
performed get results that the cryptographic process is better for users because they do
not have to remember the keys used but are at risk if the USB Flash Disk used is lost
then the data or inform ation cannot be opened again. Keywords: Cryptography,
Encryption Decryption, USB Encryption 1.

Introduction



In the current era of globalization, computers are a tool that is needed by many
state-owned and private institutions and compa- nies[1]–[3]. Computer usage today is
growing rapidly in all fields in accordance with the progress of the times. This is marked
by the increasing types of computer operating systems used starting from Microsoft
Windows, Mac OS to Linux.

However, there are still rare people who understand how to lock or secure a file so that
it cannot be accessed by others. This is due to the complexity of computer security
procedures when using the facilities provided by each operating system. For that, it
takes an application that can easily and quickly lock and secure the user's computer by
using keywords that are entered into it[4], [5].

In order to produce keyword-based computer security that has a high level of
confidentiality, it must be encoded with the password for both the locking process and
the security unlock process. One encryption method that is good enough to use is the
Advanced Encryption Standard (AES) algorithm[6]–[8]. By using the AES algorithm, the
keywords will be encrypted first when stored for later decryption during the verification
process.

The keywords used are keys from flash disk so that the data security process will be
better, for the encryption process decryption of flash disk files must be recognized first
if there is no flash disk then the encryp- tion and decryption process cannot be done.
The choice of flash disk as an encryption key is also very im- portant and this is the main
reason why the author chose to use _flash disk as the encryption key.

Flash disk is used as a key to files that will be encrypted, the use of flash disk will be
safer because each flash disk does not have the same serial, without flash disk it is
impossible for the file to be encrypted or decrypted. 2. Methodology USB Flash Disk is a
hardware that is commonly used to store files on a computer[9], so that the file can be
taken anywhere and at any time can be modified.

The use of flash as a key is very appr o- priate because it is like a hardware dongle (USB
Dongle) which is commonly used as a password to enter the system such as the magic
software and zahir accounting that uses USB Dongle as an access key. USB Flash is of
course like other hardware has a unique serial number and will not be the same because
it has a different base assembly register even though it has the same IC, it is the use of
the flash disk serial number that is accessed to be used as a key so that only the user
has the flash disk who can do the encryption and decryption process. Cryptography is
the study of how a message or document is safe, cannot be read by unauthorized
parties.



In its development, cryp- tography is also used to identify message senders with digital
si g- natures and authenticity of messages with digital fingerprints.
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In maintaining data confidentiality, cryptography transforms plaintext into a form of
ciphertext that cannot be recognized. This ciphertext is then sent by the sender to the
receiver. After arriving at the recipient, the ciphertext is transformed back into the
plaintext form so that it can be recognized[10]–[14].

In another sense, cryptography is the art and science of securing messages. In the world
of cryptography, messages are called plaintext or cleartext. The process of disguising
messages in such a way as to hide the original contents is called encryption. An
encrypted message is called ciphertext. The AES algorithm uses substitution,
permutation and a number _B. Summing bits between plaintext blocks and keys C.

Transforming rounds as many times as Nr with the following results:



of rounds imposed on each block that will be decrypted. For each _02 03 01 01 _63 09
cd ?? _5? 57 ?7 1?



round, AES uses a different key. The key of each round is called a _[01 02 03 01] [53 65
70 ?? ] = [72 ?5 ?? ?9]



round key.

AES operates in byte orientation so that it is possible to implement efficient algorithms
into software and hardware. The block size for the AES algorithm is 128 bits (16
bytes)[15]–[18]. AES supports 128-bit to 256-bit key lengths with 32-bit steps. The key
length and block size can be chosen independently. Each _01 01 02 03 03 01 01 02 D.

AddRoundKey 5? 57 ?7 1? _?0 ?1 ?7 ?0 8? 04 51 ?7 ?6 ?2 da ?6 _64 ?? 3? ?9 15 92 29 1?
89 85 2? ??



block is encrypted in a certain number of turns. The AES algo- _[72 ?5 ?? ?9] [?? ?? ?6 ??]
= [?8 5? 18 12]



rithm has 3 (three) parameters: a. Plaintext is a 16-byte array containing input data. b.
Ciphertext is an array of 16-byte size, which contains the re- _64 ?? 3? ?9 15 92 29 1? _74
72 78 76 ?? ?? ?1 ?? _10 ?? 43 8? ?8 68 ?8 ??



sults of encryption. c.

The key is a 16-byte array, which contains a cipher key (also called a cipher key). An
outline of the AES algorithm that operates on 128-bit blocks with 128-bit keys is as
follows: a. AddRoundKey, XOR between the initial state (plaintext) and the cipher key.
This stage is also called the initial round. b. Round as much as Nr-1 times.

The process carried out in each round is: 1) SubBytes is a substitution of bytes using a
substitution ta- ble (S-Box). 2) ShiftRows is a shift in the array array states by wrapping.
3) MixColumns is scrambling data in each array column state. AddRoundKey is XOR
between the statesnow round key. c. Final round, the process for the last round: 1)
SubBytes 2) ShiftRows 3) AddRoundKey 3.

Results and Discussion For the AES encryption process, the plaintext is transformed re-
peatedly for several rounds. The number of round transformations (Nr) depends on the
value of Nk and Nb. Nk is the key length divided by 32, while Nb is the length of the
block divided by 32. Plaintext: Robbi Rahim Key: 200517415207D7538543 (32 30 30 35
31 37 34 31 35 32 30 37 44 37 35 33 38 35 34 33) A. Key Expansion Table 1.

Roundkey Encryption _For rounds from AES, there are 10 rounds. From the above steps,
the ciphertext is obtained as follows: 69c4e0d86a7b0430d8cdb78070b4c55a the
decryption process is not much different from encryption, it is just inverse for every
process. 4.

Conclusion USB Flash Disk as a key to the security process is very possible and very
good to use, one of the factors is that the serial number on the USB Flash Disk will not
be the same and will not be possible to duplicate, but also if the USb Flash Disk is lost
then the decryption process cannot done and this is one of the disadvantages of using a
USB Flash Disk as a key. Future development of the weaknesses of using USB Flash Disk
as a key can be handled better. References [1] A.
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